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Summary
On March 26, 2013, the Snohomish County Public
Utility District (PUD) and the U.S. Department
of Energy’s (DOE’s) Pacific Northwest National
Laboratory (PNNL) jointly hosted the Pacific
Northwest Cyber Summit with the DOE’s Office of
Electricity Delivery and Energy Reliability, the White
House, Washington State congressional delegation,
Washington State National Guard, and regional
energy companies.
The aims of the cyber briefings were twofold. The
first aim was to further inform the Congressional
delegation on the policy and technical challenges
that disparate organizations in the Northwest are
confronting and articulate the opportunities the state
is seeking to further advance the security of critical
infrastructures from cyber-attacks. The second aim
was to discuss how regional partnerships, collaboration,
and information sharing can assist in defending critical
infrastructures.
The meeting began with a welcome and opening
remarks provided by Mike Kluse (Laboratory
Director, PNNL), Steve Klein (General Manager,
Snohomish County PUD), and Congresswoman
Suzanne DelBene (D-WA 1st District) who remarked
that the region has a real opportunity—due to the
assets and resources of the state—to tackle the hard
work needed to safeguard critical infrastructure from
cyber-related events. The opening remarks were
followed by a series of presentations:
» Mike Smith (Senior Cyber Policy Advisor,
DOE Office of Electricity Delivery and Energy
Reliability) joined the meeting via telecon with
Samara Moore (Director of Critical Infrastructure,
National Security Staff, White House) for a
discussion on DOE’s collaboration efforts with
its Energy Sector partners. Mr. Smith’s remarks
highlighted key cyber policy activities, including
the implementation of Executive Order 13636—
Improving Critical Infrastructure Cybersecurity,
and Presidential Policy Directive 21—Critical
Infrastructure Security and Resilience. There
was also a discussion of the Electricity Subsector
Cybersecurity Capability Maturity Model.
» Troy Thompson (Cyber Account Manager,
National Security Directorate, PNNL) highlighted
the current cyber capabilities and information-

sharing programs at PNNL and the research
underway that will provide an asymmetric
advantage to the defender.
» Philip Jones (Commissioner at the Washington
Utilities and Transportation and President of
the National Association of Regulatory Utility
Commissioners) reiterated that state commissions
are ultimately responsible for determining the
appropriate balance between cybersecurity
investments and maintaining fair and reasonable
rates for utilities within their jurisdiction.
Cybersecurity measures need to be justified by the
utility as prudent and necessary.
» Mike Hamilton (Chief Information Security
Officer, City of Seattle) discussed the Public,
Regional Information Security Event Management
system, which monitors cybersecurity. He addressed
how it is being used to monitor attempts to disrupt
infrastructure.
» Lt. Col. Welsh (Chief Information Officer,
Washington State National Guard) provided
an overview of the Washington State military’s
perspective on cyber and response planning.
» Benjamin Beberness (Assistant General
Manager, Information Technology Services,
Snohomish County PUD) concluded the
summit’s presentations. He discussed a proposed
cybersecurity framework that identifies what
is working now in relation to Federal Energy
Regulatory Commission/North American Electric
Reliability Corporation standards, how those
security efforts can be improved, and how gaps can
be filled in to better protect systems.
The meeting concluded with a round table discussion
led by Ann Lesperance (PNNL), Gordon Matlock
(PNNL), Angela Becker-Dippman (PNNL), and
Jessica Matlock (Snohomish County PUD) where
there was an overall consensus that the participants in
the room want to come together as a region to tackle
some of the cybersecurity issues they confront. They
also agreed that there should be a follow-on meeting
and identified potential next topics for discussion.
This report includes a summary of the presentations
and panel discussion as well as questions or comments
that were raised. Presentation materials and a list of
the attendees are also included.
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Introduction
Cybersecurity remains a topic at the front of serious
policy debates in Washington, D.C. In the case of
national cybersecurity policy, there are certain issues
of “principle” where the state needs to come together
to develop a consensus, including necessary privacy
protections associated with the treatment of personally
identifiable information, the kinds of assurances industry
needs to continue to do business efficiently, innovation
across power-house sectors of the state’s economy, and
safeguarding key intellectual property.
Many Northwest organizations including Snohomish
County Public Utility District (PUD), Pacific Northwest
National Laboratory (PNNL), Washington State
National Guard, and City of Seattle, among others, are
participating in a handful of federal initiatives associated
with bolstering the defenses of Washington State’s critical
infrastructures, including its cyber defenses. The idea
for the Pacific Northwest Cyber Summit emerged from
ongoing conversations among these organizations, given
the diversity of cyber assets and interests in the state.
The notion guiding the summit is that the region would
collectively benefit from a more structured dialogue
about the kinds of activities the regional institutions/
entities may be individually pursuing—to take a more
focused, concerted look at whether “the whole may be
greater than the sum of its parts”—and whether there
are areas where collaborative activities undertaken in
Washington State could be exportable as a potential
model at the national level.

U.S. Department of Energy’s
and the White House’s
Perspectives
Mike Smith (Senior Cyber Policy Advisor, U.S.
Department of Energy (DOE) Office of Electricity
Delivery and Energy Reliability), joined the meeting
via telecon with Samara Moore (Director, Critical
Infrastructure, National Security Staff, White
House). Mr. Smith’s presentation discussed DOE’s
collaboration efforts with its Energy Sector partners. He
highlighted key cyber-policy activities, including the
implementation of Executive Order 13636—Improving
Critical Infrastructure Cybersecurity, and Presidential
Policy Directive 21—Critical Infrastructure Security
and Resilience. Mr. Smith emphasized that these policy
statements are not trying to replace existing relationships,
but to rather update them. While developing
partnerships needs to happen early, maintaining them
requires frequent and ongoing communication and
interaction.
Mr. Smith is managing all of the work activities
under these policies to include the development of an
integrated task force. His expectation is that it will take
nine months to cover the implementation of all the
requirements, update deliverables, and prepare reports.
Patricia Hoffman (Assistant Secretary for the Office of
Electricity Delivery and Energy Reliability, DOE) is
actively engaged in communicating with federal, state,
tribal, and local governments, and regulatory agencies.

Mike Kluse (Laboratory Director, PNNL), Steve
Klein (General Manager, Snohomish County PUD),
and Congresswoman Suzanne DelBene (D-WA 1st
District) provided introductory remarks that emphasized
the goal of resilience and the need to rely upon one
another if government is unable to provide support
during a cyber-related incident. They also stressed
partnerships and the need to better understand and work
together—across industry, research, federal agencies, the
White House, and Congress—on this topic. Information
sharing, whereby the “whole is greater than the parts,”
was a common theme.

(Left to right: Steve Klein, Congresswoman Suzanne DelBene,
Mike Kluse)
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Finally, Mr. Smith provided an update of the
Electricity Subsector Cybersecurity Capability
Maturity Model (ES-C2M2). The basic question that
this model addressed was “what is the cybersecurity
posture of the grid?” As part of their outreach efforts,
DOE has engaged with stakeholders across government
and the private sector—collaborating extensively to
gain answers to this question. The overall purpose
of the model is to help grid operators and utility
companies assess their systems’ cybersecurity maturity
to help prioritize investments and actions to improve
cybersecurity. To date, 190 utilities have asked for
support and information under the ES-C2M2.

Questions/Comments:
Question: The current emphasis is on information
technology (IT); what is the plan of taking IT/
operational technology (OT) convergence in the
future?
» Samara Moore stated that the Executive Office will
develop a framework and will look at the IT/OT
environment. The next iterations of the maturity
model will incorporate the framework and further
address IT/OT. They are looking for feedback on
how to improve this process for the next iteration
of the Maturity Model.
» From the Bonneville Power Administration’s BPA’s
perspective, they have used the tool for their control
area networks (field networks, control networks,
etc.). The ES-C2M2 questionnaire has worked well
in these instances.
» From Snohomish County PUD’s perspective, you
can look at business units or at the enterprise and
get value out of the tool in using the ES-C2M2.

Pacific Northwest National
Laboratory’s Perspective
PNNL is working on technologies
and programs to identify
threat discovery utilizing both
traditional and non-signature
based cyber solutions. Troy
Thompson (Cyber Account
Manager, National Security
Directorate, PNNL) highlighted
current cyber capabilities and
information sharing programs
at PNNL, and the research that is underway that will
provide an asymmetric advantage to the defender.
PNNL’s focus is on prevention and discovery. PNNL
has 150 staff working on cybersecurity in operations,
mission support, and research and development. By
having an understanding and working knowledge of
the operational context, they better understand how
the research they are doing aligns with the needs of
industry, community, and clients.
Mr. Thompson also spoke about the Cybersecurity
Risk Information Sharing Program (CRISP). It is
a program similar to Public, Regional Information
Security Event Management (PRISEM), but examines
the value of looking at threats across other sectors and
how these sectors can all come together and work as a
community to protect systems. In the future, PNNL
will identify two or three critical infrastructures to
expand their protections.

Questions/Comments:
Question: When you talk about looking at other
sectors, are the cyber threats looking different across
different sectors (in water vs. electric for example)?
» The threats run the spectrum; there is real value in
doing analysis of what threats are happening, but
they are seeing targeting on specific sectors.
Question: How do sectors get hands on training
instead of taking systems offline?
» The sectors can build upon U.S. Department of
Homeland Security’s (DHS’) powernet testing. This
is a simulated testing environment that models
communications infrastructure and physical systems
allowing PNNL to look at the impacts to these
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structures without bringing and actual system down.
The plan is to expand this out to test between multiple
facilities instead of one large testbed.
» Mr. Thompson is looking for feedback from
community and where to grow it.
» No national platform for testing currently exists. This
maybe an area for future action and collaboration.
Question: I feel like we miss things outside of
arms reach. What about intrusion detection and
penetration, and where is PNNL going with that?
» Within the DOE complex, there are red teams that
attack systems. How do you cross over to the private
sectors? We should institutionalize these programs
across sectors.
» The Washington National Guard needs the
360-degree piece. They have red-teaming but, again,
how this is applied to other sectors is still a question.
» PNNL is the lead on the smart grid investment grants.
While the utilities and transportation commissions
and boards regulate distribution utilities, CRISP
operates at the bulk electric level.
Question: Threats increase with smart grid, any
linkage between CRISP and smart grid work? Can
PNNL extend CRISP to look at control systems, and
drill down into distribution systems?
» CRISP cannot look at control systems.

Washington Utilities
and Transportation
Commission’s and President
of National Association
of Regulatory Utility
Commissioners’ Perspective
Philip Jones (Commissioner,
Washington Utilities and
Transportation Commission and
President, National Association of
Regulatory Utility Commissioners
(NARUC) reminded the
audience that state commissions
are ultimately responsible for
determining the appropriate
balance between cybersecurity
investments and maintaining fair and reasonable rates
for utilities within their jurisdictions. He stated that
cyber threats require a new type of thinking and analysis
regarding the dynamic cyber threats and vulnerabilities
for electric and gas utilities. Risk assessments need to be
broad and flexible so that regulators can accommodate
new and dynamic risks to the system as they assess the
plans and strategies of the utilities. He further added
that the commissions need to develop a certain level
of foundational knowledge regarding these risks and
vulnerabilities—both the traditional compliance-based
approach to cybersecurity as well exploring more adaptive
approaches. Ultimately, the cost of cybersecurity
measures needs to be justified by the utility as prudent
and necessary, and commissions need to respond in a
timely way to such requests.
Mr. Jones further added:
» Evidence shows that 40% of all attacks are against
critical infrastructure/key resources; however,
government response is not very good.
» NARUC published a cybersecurity primer (updated
to version 2.0 in January, 2013), which is available on
the NARUC website (www.naruc.org). This provides
an overview of the key cybersecurity concepts and
challenges for commissioners and staff, and suggests
approximately 50 key questions/concerns that they can
pose to regulated utilities under their jurisdiction.
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» NARUC established a committee, the Critical
Infrastructure Committee, after 9/11 to examine
the key issues of privately-owned infrastructure
industries, which interacts a great deal with DOE,
Federal Energy Regulatory Commission (FERC),
North American Electric Reliability Corporation
(NERC, DHS, and the national laboratories. With
an increased focus on cybersecurity, the committee
has focused on some of the following issues:
- Cost recovery—how do you figure out the cost/
benefit of a cyber-attack or is there another
metric? Benefits are difficult to quantify, and
the costs for cyber/IT are not necessarily clearly
broken out by the utility. Doing a traditional
cost-benefit analysis is not the appropriate metric,
but the utility and the commission need to
develop some framework.
- Conduct a risk assessment and then describe
the probability of the risk and how secure you
want to be. Total protection and redundancy
is not possible and too expensive. Therefore,
developing a dynamic risk assessment
methodology is vital, and educating
commissioners and staff on how to utilize it is
equally important.
- Leadership from the Chief Executive Officer is
imperative to enable effective cybersecurity since
leadership starts from the top and flows down to
the Chief Information Officer, Chief Security
Officer, and other senior executives. Also,
allowing cyber experts to directly brief the Board
of Directors and its key committees (usually the
Audit Committee) is important.
- Get the experts in cyber to brief utility boards
(Military Department/National Guard, PNNL)
on a regular basis, and include a table-top
exercise in the plan.
- Supply chain management is a very important
issue—it is not easy, but the NARUC primer
suggests a series of questions to pose to utilities
regarding how they are verifying good security
procedures from vendors.

Questions/Comments:
Question: Cross-sector monitoring—how hard
would it be for ratepayers to pay for this monitoring?
» This is difficult because cross-subsidizing would
occur to those that are not paying the rates.
Why should someone pay for something that is
transferred free of charge to someone else? Another
way of dealing with this is to add a surcharge to
cover the costs of cybersecurity, but the problem
remains of not having a better grasp of the risks in
a robust risk assessment method and then doing a
cost-benefit analysis. We don’t know how to put
a price tag on the benefits of protecting against
cybersecurity in order to accurately reflect the cost
of protecting Washington’s grids from cyber-attacks.
Question: How would utility rates be impacted by
addressing cyber security?
» Commissioner Jones looked briefly at a current
general rate case that is being litigated and at
the New York Public Service Commission with
Consolidated Edison filing. Although the amounts
are not especially large and the risk assessment
methodology is not well developed, it does provide
a reference point for other utility filings around
the country. Cybersecurity is a tough issue to
address in rates. The issue today is protection and
recovery; it is not as much about absolute prevention
at the firewall since bad actors and malware are
always going to find a way to penetrate a system.
Equipment to protect and recover would normally
be approved by a commission if the risks are
identified and the costs are well documented.
Question: Who are key players outside of
Washington State delegation?
» There are several from the U.S. Senate—Senators
Wyden and Murkowski (Energy Committee),
Senator Carper (Homeland Security), Senator
Feinstein (Intelligence Committee), and Senator
Rockefeller of the (Commerce Committee). From
the U.S. House, Representatives Rogers, Upton,
Whitfield, and McMorris-Rodgers.
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If Legislators and rules are so technical, is there
concern that there is not enough knowledge in
Congress?
» The challenge drafting legislation is determining
which federal agency is the primary overseer of the
infrastructure of which industry. For the electric
generation industry and grid operators, FERC and
NERC have always been the key regulators for
standard-setting for reliability and oversight. NARUC
and the state commissions are also fellow regulators of
the grid at the local distribution level. How involved
should agencies like U.S. Department of Defense
and DHS be involved in these critical infrastructure
industries? These are both difficult policy questions,
and it will require a great deal of coordination from
federal and state agencies.
» There are also no clear definitions or direction
and framework for coordination and information
sharing. For example, the Executive Order and
PPD-21 set out broad objectives for key agencies like
DHS (information sharing), the National Institute of
Standards and Technology (cybersecurity framework),
and others. But it is difficult to see how all the pieces
are going to fit together even among the federal
agencies, not to mention how state agencies will
interact with their federal counterparts.

City of Seattle’s Perspective
Mike Hamilton (Chief
Information Security Officer,
City of Seattle) described the
PRISEM system, which monitors
cybersecurity events for 11 local
jurisdictions, maritime ports, and
other organizations. The city
had to take on this issue locally
and figure out how to approach it
because the federal government is
not addressing the issues.

Questions/Comments:
Question: What do data-sharing agreements look like?
» We need to change provisions in the Public Disclosure
Act to help with cybersecurity sharing agreements.
Question: Any issues with Seattle’s intelligence
gathering rules?
» Not really; it does not say what was in email, or
identify the webpage. It just identifies the source.
Question: How would CRISP and PRISEM work
together?
» CRISP would focus on private sector. I am not
sure how they would be integrated because separate
sensitivities exist on the datasets. PRISEM would
be able to inform the federal government what is
happening at local levels.
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Washington National
Guard’s Perspective

Snohomish County PUD’s
Perspective

Lt. Col. Gent Welsh (Chief Information Officer,
Washington State National Guard) provided
perspectives on cyber and response planning. He
stated that::

Benjamin Beberness (Chief
Information Officer, Information
Technology Services, Snohomish
County PUD) discussed a
proposed cybersecurity framework
that identifies what is working
now in relation to FERC/NERC
standards, how those security
efforts can be improved upon, and
how gaps can be filled to better
protect the states’ systems.

» A lot of the planning is starting locally because
entities are losing patience with the federal
government not doing something.
» He reiterated that there are a lot of cyber resources
in the state, but questioned: how can the National
Guard use these resources to assist others? Not
every state has this capability.
» Senator Murray recently co-sponsored the Cyber
Warriors Act—something he suggested that the
attendees should to pay attention to.
» The Washington State military is only one of two
states in the country (the other is Michigan) that
currently conducts cyber exercises. He posed the
question of how we could all better work together in
these exercises.

Questions/Comments:
Question: What services do the public have
available for testing?
» The challenge is that there are legal issues that need
to be sorted through, but if there is a willing entity
to say that we want this, it could occur.
Question: How can cybersecurity be integrated
into other emergency support functions (ESFs) in
exercises and real operations? What happens if we
are communicating through ESF 2’s and bypassing
ESF 12’s?
» Have eight state, local, and federal unified
coordination group members and sector-specific
participants as part of the coordination group. The
question is how we tie this effort into the state level.
There will be an energy sector representative in the
ESF coordination group at the fusion center. And
how do we address cyber clearly and sufficiently
and determine its impacts across all sectors and
functions within each sector?

Mr. Beberness stated that the standards, while iterative
and improving, cover the basic security of utilities—
and that might get you 80 percent secure. The other
19 percent is addressed by good internal practices,
through existing programs like the DOE maturity
model, and also through robust information sharing
from government to utilities, utilities to government,
and utilities to utilities. The final one percent is what
we can’t anticipate or protect against, and that will
result in operational consequences. For that final
layer of protection, utilities need robust response and
recovery plans that include sharing information and
other mechanisms to protect against vulnerabilities.

Questions/Comments:
Question: In order to get patches over a lifecycle,
a lot of utilities don’t upgrade the system before
the patches are sent. So, what is the right approach
on how to do collective planning; how do vendors
design their system to not cost millions of dollars
and so much time to do the patch? How can this be
done in a more efficient/effective manner?
» This is a critical point; for utilities that are used
to using assets for 30–40 years, we have to refresh
IT systems every five or so years, which creates a
multitude of issues for any organization that deals
with technology.
Question: So, how do we break the back of this?
» Through pooling of resources and collaboration.
It is a bottomless pit because we are living with a
constant refresh (which has been everyday life for
banking and transportation sectors, etc.). This issue
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is bigger for all systems that have IT imbedded in
them. Maybe we should elevate this to larger context
and include the sectors that have been dealing with
this for some time to help make changes.
Question: If an entity has a small staff to respond to a
cyber-event, what other resources do you use?
» We would call partners like Microsoft and Alstom to
help mitigate the problem. It’s an agreement where
we will call, we know what it will cost to bring them
on board, and we know how long it will take. You
could sign up for a service that would also assist where
we don’t have the expertise.

Based upon the breakout session, a follow-on meeting
will occur—to include additional players—for the
purpose of discussing action items and determining
if working groups are necessary to tackle the action
items identified below. Snohomish County PUD and
PNNL will work with this group to determine topics
and expected outcomes of follow-up meetings, who and
how to reconvene, and when it should be held and the
location. Specific topics and actions include:
1. Early warning system:
» We already have a detection process for natural
resources, so could we model this for cyber?

» The other option is to build a network to seek help
from groups like EnergySEC or the National Electric
Sector Cybersecurity Organization. We need to bring
people together to a place to talk about what’s going
on and obtain advice on how to respond.

» How do we share best practices?

» This is a large conundrum; we cannot continue to
increase rates to deal with this issue, so the state needs
to break the back of the problem, the cost of patches,
etc. The state needs to build a stronger ecosystem
with vendors and hold them more accountable for
their products.

Action: A subset of this group will form to develop a
proposed plan for how this would work.

Group Discussion Highlights
Following the presentations, Ann Lesperance (PNNL),
Gordon Matlock (PNNL), Angela Becker-Dippman
(PNNL), and Jessica Matlock (Snohomish County
PUD) conducted a group brainstorming session that
addressed the following questions:
» Do we want to come together as a region to tackle
some of the issues?
» What are possible activities/focus areas that we
can do to assist not only this region, but the federal
government?
» How do we leverage the state’s unique assets and
resources?
» Who is missing?
» What’s next?
There was consensus that this group wanted to reconvene
again in the future.
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» What information is critical to share?
» Who owns this in Washington State? Is it the
National Guard or someone else?

2. Who acts to bring entities together?
» How do we get public and private sectors together?
They must respect barriers, but need a place to share
best practices and cyber-attacks so that we can learn
from each other.
» Is a non-profit organization an important partner?
» How do we get businesses to buy-in or look for another
way?
» Make it valuable. Is there value to forming this type of
group (i.e., to rate payers, to share best practices, to be
cost effective, to include vendors)?
» Many groups already exist, including the vendors’
forum, DHS, National Emergency Management
Association, EnergySec, and Western Interconnection
Compliance Forum (regional group). Possibly choose
a group and own it
» There needs to be one regional-based information
sharing group and one national information sharing
group (that may be sector specific and must be nonprofit)
Action: A subset of this group will form to develop a
proposed plan for how this would work.

3. Training

6. Legislation

» The Military Department is conducting training
(September and November 2013) in coordination
with NERC and GRIDx

» Capitalize on the state’s political capitol

» The Washington State National Guard conducted
training recently and had upcoming training with
Avista and Snohomish County PUD
- The group would like to invite more utilities to
participate
» Educate and train the workforce
o Adopt an intern program; there are many students
that will work for free to gain cyber experience

» This group could be a Washington State sounding
board for future cybersecurity legislation
» Bring a contingent of this group to Washington,
D.C. to meet with members of Congress
Action: Develop a list of common messages addressing
what the sectors need in order to better protect the
systems. Take this list to Washington, D.C. to inform
members of what is really needed if legislation is
written/considered. The Cybersecurity Framework
that Benjamin Beberness presented may be a good
starting point.

» Utilize PNNL’s testbed
Action: City of Seattle (Mike Hamilton) has a list of
students interested in becoming cyber interns, and the
Washington National Guard will send out information
on these training exercises (Lt. Col. Welsh).

7. Convene another meeting

4. Open Records Act issue

» Expand the invite list to vendors, small PUDs,
Pacific Northwest Region, etc.

» Governor Inslee is working to develop a bill that
will modify the Sunshine Laws in order to make
information sharing more productive (contact:
Michael Cockrill)
Action: Work with Mr. Cockrill during the interim to
educate members on information sharing issues within
the state and how those create a roadblock to protecting
the state’s cyber assets.

» Is there value to the group in convening another
meeting? What would be helpful to people if we
did convene another meeting?

» Should we expand to other sectors or keep this
group small at first (i.e., electric sector)?
» If small work groups are formed to address the
action items above, would these work groups report
out to the larger group meeting? If yes, August may
be a good timeframe.

5. Vendors
» Develop requirements in contract
» Hold the vendor community more accountable for
cyber protections on their software/hardware
Action: Include the vendor community in the next
meeting.

11

Pacific Northwest Cyber Summit | Briefings and demonstration

agenda
Location: PNNL/Battelle Seattle office: 1100 Dexter Ave N, 4th Floor, Seattle, WA 98109 (for directions and parking,
see below). This is an RSVP event only please.
9:00 – 9:15 am: Welcoming and Opening Remarks
» Mike Kluse, Laboratory Director, PNNL
» Steve Klein, General Manager Snohomish PUD
» Congresswoman Suzanne DelBene (D-WA 1st District)
9:15 – 9:45 am: Discussion of DOE’s collaboration efforts with its Energy Sector partners. Mr. Smith’s remarks will
highlight key cyber policy activities, to include the implementation of Executive Order 13636 - Improving Critical
Infrastructure Cybersecurity and Presidential Policy Directive 21 – Critical Infrastructure Security and Resilience.
Also a discussion of the Electricity Subsector Cybersecurity Capability Maturity Model (ES-C2M2).
» Mike Smith, Senior Cyber Policy Advisor, DOE Office of Electricity Delivery & Energy Reliability; joined by
Samara Moore, National Security Staff; Director, Critical Infrastructure, White House.
9:45 – 10:10 am: Discussion of PNNL Cyber capabilities and new approaches to information-sharing.
» Troy Thompson, Cyber Account Manager, PNNL/National Security Directorate
The Pacific Northwest National Laboratory is working on technologies and programs to identify threat discovery
utilizing both traditional and non-signature based cyber solutions. This talk will highlight current cyber capabilities
and information-sharing programs at PNNL, and the research underway that will provide an asymmetric advantage
to the defender.
10:10 – 10:20 am: Break
10:20-10:50 am: “How a PUC grapples with costs and benefits of cybersecurity”
» Philip Jones, WUTC and President, NARUC
State commissions are ultimately responsible for determining the appropriate balance between cybersecurity
investments and maintaining fair and reasonable rates for utilities within their jurisdiction. This requires a new
type of thinking and analysis regarding the dynamic cyber threats and vulnerabilities for electric and gas utilities.
This risk assessment needs to be broad and flexible so that regulators can accommodate new and dynamic risks to
the system as they assess the plans and strategies of the utilities. The commissions need to develop a certain level
of foundational knowledge regarding these risks and vulnerabilities, and both the traditional compliance-based
approach to cybersecurity as well as a more adaptive approach. Ultimately, the costs of cybersecurity measures need
to be justified by the utility as prudent and necessary, and the commissions need to respond in a timely way to such
requests.
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10:50- 11:10 am: Discussion of the PRISEM regional monitoring system, and how it is being used to monitor
attempts to disrupt infrastructure.
» Mike Hamilton, CISO, City of Seattle
This discussion will describe the Public, Regional Information Security Event Management (PRISEM) system,
which monitors cybersecurity events for 11 local jurisdictions, maritime ports, and other organizations. A recent
example will be used to describe how regional monitoring may be used to investigate cybersecurity events that
may indicate a focus on infrastructure elements of the Puget Sound metropolitan area.
11:10- 11:40 am: Washington Military Department: Cyber Perspectives & Response Planning
» Lt. Col Welsh, Washington State National Guard
11:40 - 12:00 pm: A discussion on a proposed cyber security framework that identifies what’s working now in
relation to FERC/NERC standards and how we can improve upon those security efforts and fill any gaps necessary
to better protect our systems.
» Benjamin Beberness, Assistant General Manager, Information Technology Services,
Snohomish County PUD
12:00 - 12:10 pm: Lunch will be provided (please grab a box lunch)
12:10 – 1:00 pm: Round Table discussion led by PNNL and Snohomish County PUD
1:00 - 1:15 pm: Wrap- up and Adjourn
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Office of Congressman Adam Smith
Washington’s 9th Congressional District
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Office of Governor Inslee
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Director, Governemnt Affairs & Policy
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Director of Government Relations
Snohomish County PUD
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Project Manager, Secure Cyber Systems
Pacific Northwest National Laboratory
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Office of U.S. Senator Maria Cantwell
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Director of Critical Infrastructure
National Security Staff
White House

Rhett Smith
Development Manager Communications Systems
Schweitzer Engineering Laboratories
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Security Manager
Avista Corporation
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Cyber Account Manager
Pacific Northwest National Laboratory
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Washington State National Guard
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Pacific Northwest National Laboratory
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Federal Bureau of Investigations
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Assistant
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Lt. Col Gent Welsh
Chief Information Officer
Washington State National Guard
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Washington Utilities and Transportation Commission
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Chief Information Officer
Puget Sound Energy
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Policy Advisor
Washington Utilities and Transportation Commission
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Mike Smith, Senior Cyber Policy Advisor, DOE Office of Electricity Delivery and
Energy Reliability
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Troy Thompson, Cyber Account Manager, PNNL/National Security Directorate
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Mike Hamilton, Chief Information Security Officer, City of Seattle
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Benjamin Beberness, Assistant General Manager, Information Technology Services,
Snohomish County PUD
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Lt. Col Gent Welsh, Chief Informantion Officer, Washington State National Guard
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Acronyms and Abbreviations
CRISP		

Cybersecurity Risk Information Sharing Program

DHS		

U.S. Department of Homeland Security

DOE		

U.S. Department of Energy

ES-C2M2

Electricity Subsector Cybersecurity Capability Maturity Model

ESF		

emergency support function

FERC		

Federal Energy Regulatory Commission

IT		

information technology

NARUC

National Association of Regulatory Utility Commissioners

NERC		

North American Electric Reliability Corporation

OT		

operational technology

PNNL		

Pacific Northwest National Laboratory

PRISEM

Public, Regional Information Security Event Management

PUD		

public utility district
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