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The Northwest Regional Technology Center (NWRTC) is a virtual resource center,
operated by the Pacific Northwest National Laboratory (PNNL), to support regional
preparedness, response, and recovery. The center enables homeland security
solutions for emergency responder communities and federal, state, and local
stakeholders in the Northwest. This monthly status report summarizes activities related
to Homeland Security in the Pacific Northwest, including Washington, Oregon, Idaho,
and Alaska.

This issue highlights

e Aregional program to help ensure security of nuclear materials

e A pilot on integrated communications architecture

e Progress on a maritime pilot for radiation detection on small vessels

e An effort to model movement of contaminants in aquatic environments.
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Regional Program Helps Ensure Nuclear Security

PNNL'’s Global Threat Reduction Program (GTRP) has begun working in cooperation
with the Washington State Department of Health's Office of Radiation Protection to
address the potential risk posed by radioactive sources and commercial nuclear
materials located in the Pacific Northwest. The concern is that such sources and
materials, in the wrong hands, could be used for malevolent purposes to assemble a
radiological dispersal device (RDD) or improvised nuclear device (IND).

The GTRP is funded by the National Nuclear Security Administration and directly
supports that agency’s Global Threat Reduction Initiative (GTRI). A key programmatic
element of GTRI focuses specifically on reducing the risk posed by radioactive sources
and commercial nuclear materials located within the United States. The types of
sources and materials are widely varied and can include those used in medical,
educational, research, and commercial applications.

The GTRI efforts are closely coordinated with those of the National Regulatory
Commission and the U.S. Department of Homeland Security (DHS) Domestic Nuclear
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Detection Office (DNDO). The program offers the following services at no cost to the
state or custodians of nuclear materials:

e Customized training on a broad range of security-related topics such as critical
asset protection, vulnerability assessments, protection and accounting
technologies, human reliability, and overall safeguards and security program
development.

e For existing systems and programs, comprehensive assessment services
ranging from specific vulnerability assessment calculations to broad
programmatic readiness assessments.

e Assistance in developing and implementing secured material inventory
management and control systems for tracking source inventories.

e Facilitation of discussions between hosting facilities and local, state, and federal
law enforcement and fire organizations to address comprehensive response
and coordination.

e Minimally invasive security solutions that emphasize low-technology, low-cost
adjustments to existing protection systems to improve the overall security
infrastructure of a facility.

e Programmatic solutions that work with existing facility capabilities to maximize
system sustainability and minimize operational cost.

e Reviews of existing protection procedures and processes and
recommendations for modifications to enhance security protection and safety.

e Verbal and/or written assessment reports and recommendations to any and all
site personnel having direct or indirect access and affect on the target materials.

e Arapidly deployable security team to conduct initial and follow-up consultations
and assistance free of charge to hosting facilities.
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DHS Selects City for Integrated Communications Architecture Pilot

DHS has selected Los Angeles/Long Beach as the location for its integrated
communications architecture pilot after a 5-month assessment of six potential cities that
included Seattle. PNNL has been assisting Argonne National Laboratory (ANL) in
identifying a site for the pilot of an integrated communications architecture for chemical,
biological, radiation, nuclear, and explosives (CBRNE) sensors to increase situational
awareness for city officials and first responders. PNNL assessed Seattle, Los
Angeles/Long Beach, and Anaheim as potential sites. ANL concentrated on New York,
Boston, and Chicago.

None of the cities have fully integrated CBRNE sensors into a common operating
picture for rapid situational awareness. Los Angeles was chosen because of the
comprehensive array of sensors already in place, the eagerness of the responder
community to support the integration effort, and the character of the existing
communication infrastructure.
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The pilot program will focus on getting the right information to the right person at the
right time. The information sharing across organizational boundaries (both civilian and
military) will involve implementation of existing and emerging standards for
communications interoperability within a common data model. The idea is not to build a
new architecture but to provide a system that can be easily adapted into the legacy
systems and procedures that the city already has in place and to seamlessly add the
additional benefits of real-time sensing to daily operations. While the DHS
concentration is on CBRNE for high-consequence events, the technology is expected to
be able to be applied to many aspects of routine operations by the emergency response
community. A successful implementation in Los Angeles will pave the way for
implementing the same tools at a second city with minimal effort and disruption before
making the tools available across the nation.
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West Coast Maritime Pilot Looks at Options for Radiation Detection

The DNDO West Coast Maritime Pilot Project is considering a range of solutions to the
problem of detecting radiation and nuclear materials on small maritime craft. Large
marine vessels are subject to security regulations under the authority of the Maritime
Transportation Security Act of 2002 and the International Ship and Port Facility Security
Code; small maritime craft such as commercial fishing vessels, recreational boats and
yachts, towing vessels, and uninspected passenger vessels are not. These vessels
could be used to illicitly transport nuclear materials into populated areas. The West
Coast Pilot Project, which PNNL is managing for DNDO, is a 3-year program in Puget
Sound and San Diego to develop a radiation detection architecture that reduces the risk
of radiological and nuclear threats which could be illegally transported across territorial
seas on recreational or small commercial vessels.

Work underway includes studying a variety of ways radiation detection equipment could
be deployed, including human-held devices, fixed detection devices, devices installed in
patrol boats, and devices mounted on helicopters. The various methods are being
modeled to determine operational efficiencies and trade offs. Most studies will be
completed by June 2008, with operational plans and training to follow. The project staff
are working closely with regional U.S. Coast Guard, Customs and Border Protection,
State Departments of Health and Fish and Wildlife, law enforcement, fire departments,
and other stakeholders.
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Modeling Can Aid Responders in Marine Environment

The release of contaminants in Puget Sound has a strong potential to disrupt
economies and destroy fragile environments. In three DHS workshops over the last few
years, first responders and incident commanders lamented the lack of capability to
model fate and transport of chemical, biological, radiation, and nuclear contaminants in
such aquatic environments. To address this need, PNNL is leveraging its
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environmental FVCOM hydrodynamic model to chart how changes such as terrorist
attacks might affect Puget Sound.

Puget Sound is a complex fjord estuarine system that provides habitat for an extensive
marine ecosystem. However, over the last century, considerable near-shore tidal
marshland habitats have been lost because of dikes, agriculture land use, and urban
intrusion. A three-dimensional hydrodynamic model of the entire Puget Sound, with
high resolution in the near-shore regions, can help analysts better understand the
unigue circulation characteristics in Puget Sound and assess the feasibility of improving
estuarine functions through proposed restoration actions. That same model can be
used to predict what would happen if hazardous materials were injected into the
estuarine system.

PNNL has built a three-dimensional circulation model based on an unstructured finite
volume framework that can mimic the complex patterns in Puget Sound. The model has
high grid resolution in the near-shore region to accurately represent the complex
coastline, multi-tidal channels, and mudflats. The model is driven by tides,
meteorological forcing, and river inflows.

PNNL is partnering with the National Oceanic and Atmospheric Administration to
validate and calibrate the model for use in homeland security response and
consequence management with the U.S. Coast Guard.
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Upcoming Events

April 30 — May 8
Ardent Sentry 08 Multi-jurisdiction Exercise
Various locations around Washington State
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o o Around the Region in Homeland Security is a monthly report
PﬂlelC North west  from the Northwest Regional Technology Center, operated by
. the Pacific Northwest National Laboratory. The goal of the
Natlonal I_abO rato rY NWRTC is to bring together major stakeholders from across the
Operated by Battelle for the region that have a vested interest in homeland security issues
U.S. Department of Energy and provide a collaborative environment that addresses
Northwest regional homeland security requirements, needs, and
challenges. For more information, contact Director Steve Stein at steve.stein@pnl.gov or 206-528-3340,
Deputy Director Mary Peterson at mary.peterson@pnl.gov or 509-372-4655, or see the website at
http://nwrtc/pnl.gov.
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